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Preface

The instructions outlined in this guide, along with the supporting policies and
references, aim to better support Mount Sinai Health System staff accessing email,
work stations and programs remotely.

For ease of use, this PDF is interactive and links are used to guide you through the
instructions (indicated as such), as well as to various supporting websites (indicated as
such).
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You need to... The best solution is... Check these prerequisites before you
get started...

Registered | Request

Symantec ‘Hospital
VIP token VPN Citrix’ in

Sailpoint
Access Exchange Logon to the Mount Sinai Yes No Note: You
Email VPN. do not
need to
Hospital log-in request
VPN
School log-in access
Access Office 365  Use the Microsoft Portal Yes
Email, Skype,
Teams Log-in
(You will be redirected to the
Mount Sinai SSO portal)
Access the Citrix VPN Citrix Access Yes Yes Mac OSX
Desktop Catalina
(ie. Epic, Cerner, Log-in Citrix >> download
PRISM, etc.) Sailpoint >> here
Click on Citrix

(You may need to download
the Citrix application, which
can be found next to the Citrix
tile)

Remote access a VPN RDP Access Yes Yes

Dedicated

Workstation Log-in Citrix >>
Sailpoint >>

For Windows

For Mac OSX

(ie. desktop or
laptop that is in the
office)
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Direct Network VPN Tunnel Access Yes Yes
Access
Hospital log-in Citrix >>
For Windows Sailpoint >>
For Mac OSX School log-in
Allow the security checker to
run.
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Getting Started: Prerequisites

Symantec VIP Two-Factor Setup

Two-factor authentication (2FA), often referred to as two-step verification, is a security
process in which the user provides two authentication factors to verify they are who
they say they are. All users are required to use two-factor authentication to login
into the Mount Sinai network over VPN from a remote location.

In order to use Two Factor Authentication, you must first download and install the
Symantec VIP Access application to your mobile device and then register your token
which will tie your token to your network account.

What is the “VIP Access” application?

The VIP Access application is a security code generator that displays a new and
secure code every 30 seconds and provides a ‘Credential ID’ that is to be registered
with your account. It is available for Windows, Mac, Android, and iOS devices.

+ VIP Access = r PECEE

" Credential ID v
So4%
VSST35433792 o

645943 |

Security Code @30

850473 ¢

‘:S °
ymantec.
@ Validation & s

1D Protection ‘ = J

Best practice: It’s easiest to use this application on your mobile device/smartphone
because you will need it every time you log in remotely (e.g. from home, not on
campus).
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How To: Installing and Registering VIP Access

STEP 1: On your Windows, Apple, or Android Device, go to
https://vip.symantec.com/ to download the device.

Android Devices:
Download VIP Access by Symantec for Android

I0S(Apple) Devices:
Download VIP Access for Symantec for 1I0S

Windows/Mac Device:
1. Go to https://vip.symantec.com/
2. Click on Download
3. Select the appropriate download for your operating system or device
(Mac or Windows)

Choose your options Close

VIP Access for Mobile VIP Access for Computer

.’ I‘I
i0s Android Mac Windows
Mac OS X 10.11 or higher Windows" 7 SP1, Windows" 8,

8.1 and 10 {native deskiop
mode only)

4. |nstall the software

STEP 2: Register your Credential ID with your Mount Sinai Network Account
Important: To register your VIP Token you MUST be on the Mount Sinai network (you
must be on campus.)

1. Open a web browser and go to the appropriate registration site:
Hospital Accounts
School Accounts

2. Login in with your AD Account (network ID) and password
Note: If you already registered your VIP token, you will need to enter the PIN to
login. If you do not remember the token, contact the Helpdesk.
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3. Click Register

4. Fill in the form using the information provided by the VIP access application or
Hardware Token

Credential Name
Type in a description of the token device such as: Home PC, iPhone, Android,
iPad, key fob, etc...

Credential ID
The fixed 12-digit code from the security token beginning with: AVTxxxxxxxx (key

fob) or VSMxxxxxxxx (software token)

Security Code
The 6-digit code from the security token that changes every 30 seconds

r j Register Your Credential
b
L
Credential
= =

*Credential Type: WP

*Credential Name:

“Credential ID

\
\
\ VIP Security Token VIP Security Card
( fl 5 9 4 ; | (Back) (Front) VIP Access
|
! *Security Code:
Secunty Code exampies
1234 '
Press i
¥ Symastec VIP
° VWP Security Token VIP Security Card
(Froat) (Front) VIP Access:

hipeOie) =

5. Click Submit to register your token

6. Your Token is now linked to your network account; you may log in to the VPN
using your network ID, password, and the 6-digit PIN
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If you have any issues while registering the token, contact the Helpdesk.
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Accessing your Exchange Email Remotely

Prerequisites
You must have a registered Two Factor Authentication token.

Login Instructions
1. Click on the appropriate link:

Hospital Employees who have a @mountsinai.org email
address: https://msvpn.mountsinai.org

School Employees who have a @mssm.edu email
address: https://msvpn.mssm.edu

2. Enter your AD username (network account ID)
3. Enter your network Password
4. Click on “Continue”
5. Enter your 6-Digit VIP Security Code (the code changes every 30 seconds)
6. Click “Login”
7. You will be directed to a webpage that offers a link to Webmail. Click this icon in
that window to access your mail.
@, scHooL EMALL J' Hospital E-Mail
CAMPUS OUTLOOK OWA on-premises
or
m Remote Access Reference Guide
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RDP over VPN for Windows
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System Requirements
Windows 8.1, Windows 10

Logging into VPN

1.

Login using the following:
Enter your AD username
Enter your Password
Click on “Continue”

A

Mount
Sinai

Secure Logon
for Mount Sinai Health
System

VIP code is entered on
the next page.

Windows 7 Not Supported as of
Jan 2020

WARNING: UNAUTHORIZED USE,
POSSESSION, DUPLICATION, OR
TAMPERING WITH MOUNT SINAL
HOSPITAL COMPUTERS, DATA,
INFORMATION, PROGRAMS OR SERVICES
IS A VIOLATION OF POLICY AND A
CRIMINAL OFFENSE. VIOLATORS ARE
SUBIECT TO DISMISSAL AND/OR
PROSECUTION.

Username

Password

Continue

Open a web browser and navigate to the appropriate VPN portal
Hospital Employees

School Employees
Vendors

3. Enter the VIP Security Code (the code changes every 30 seconds)
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Sinai

Secure Logon

for Mount Sinai Health

system

The VIP Security Code is for
two-factor authentication. For
further information, please

consult

The VIP documentation

Enter Securi'_:_x code

Logon

4. Click “Login”

Return to Quick Reference Chart

5. Once logged in you will see a window displayed with icons for a number of
applications. Click on the icon titled “Remote Desktop”

Aoty arel i ks

i R iy

V5 Do i

fmpa

AT AT

9

i

il
:a [ o ﬂ e e B e s
5; i ﬁ i B0 ] il aE ]

-

M ey e

L

b amrauie

6. The RDP connection configuration file will be downloaded to your PC. When the
download is complete, click on the “Open” button

A
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7. A window titled “Remote Desktop Connection” will open. Click on the
“Connect” button
B, Remote Desktop Connection X

O Do you trust the publisher of this remote connection?

This remote connection could ham your local or remote computer. Make sure that you trust the publisher
before you connect.

% Publisher: * mountsinai.org
2 Type: Remote Desktop Connection

Remote computer:

Gateway server: msvpn.mountsinai.org

[] Dont ask me again for remote connections from this publisher

(> Show Details Connect

8. You will now be logged into your assigned Windows Desktop

Known Issues and Troubleshooting:

Q: | login to the Mount Sinai VPN on a Windows PC, but | do not see the RDP icon.
A: Your workstation was not added to your AD account. Please contact the Helpdesk
to have your workstation’s Fully Qualified Domain Name added to your AD account for
RDP access.

Q: The RDP icon appears, but when | click on “Connect” | get the error message
“The connection was denied because the user account is not authorized for
remote login”.

A: Your AD network account was not added to the AD group to allow Remote Desktop
Connection. Please contact the Helpdesk to have them add your account to the RDP
Group for Remote Desktop Connection.

m Remote Access Reference Guide
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RDP VPN for MAC OSX
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System Requirements

Download and install the Remote Desktop Client from the Apple Store on your Mac.
More information on the Microsoft RDP client for Mac is available here.

Logging into VPN
1. Open a web browser and navigate to the appropriate VPN portal:

Hospital Employees

School Employees

Vendors

2. Login using the following:
Enter your AD username
Enter your Password
Click on “Continue”

A

Mount
Sinai

Secure Logon
for Mount Sinai Health
System

VIP code is entered on
the next page.

Windows 7 Not Supported as of
Jan 2020

WARNING: UNAUTHORIZED USE,
POSSESSION, DUPLICATION, OR
TAMPERING WITH MOUNT SINAL
HOSPITAL COMPUTERS, DATA,
INFORMATION, PROGRAMS OR SERVICES
IS A VIOLATION OF POLICY AND A
CRIMINAL OFFENSE. VIOLATORS ARE
SUBIECT TO DISMISSAL AND/OR
PROSECUTION.

Username

Password

Continue

3. Enter the VIP Security Code (the code changes every 30 seconds)

A
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A

Mount
Sinai

Secure Logon

for Mount Sinai Health
system

The VIP Security Code is for

r authentication. For
her information, please

consult
The VIP documentation

Enter Securi;_y code

Logon

4. Click “Login”

5. Once logged in you will see a window displaying icons for a number of
applications. Click on the icon titled “Remote Desktop”

Mo e L
Rinal

6. You will see an additional popup to allow you to access Remote Desktop using
the Microsoft RDP client for MAC
Instructions below differ by browser type.
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Chrome Users

Open Microsoft Remote Desktop Beta?

[ Always open these types of links in the associated app

Cancel Open Microsoft Remote Desktop Beta

Safari Users

Do you want to allow this page to open "Microsoft Remote
Desktop Beta"?

Cance Allow

m Remote Access Reference Guide

v. 26 Mar 2020 Page 15
Mount
Sinai



Return to Quick Reference Chart

Enter your user account

This user account will be used to connect to

I 355 (remote PC).
VR GEI LI

Password: ||

Cancel Continue

Known Issues and Troubleshooting

Q: | login to the Mount Sinai VPN on a Windows PC but | do not see the RDP icon.
A: Your workstation was not added to your AD account. Please contact the Helpdesk
to have your workstation’s Fully Qualified Domain Name added to your AD account for
RDP access.

Q: The RDP icon appears, but when | click on “Connect” | get the error message
“The connection was denied because the user account is not authorized for
remote login”.

A: Your AD network account was not added to the AD group to allow Remote Desktop
Connection. Please contact the Helpdesk to have them add your account to the RDP
Group for Remote Desktop Connection.
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VPN Tunnel for Windows

System Requirements
Windows 8.1, Windows 10

Note: If you wish to connect via VPN Tunnel, you will need local admin rights to install
the F5 Plugin during setup.

Antivirus (AV) signatures must have been updated within 7 days of your last
signature update; If you have not been updated, you will not be able to connect
to MSHS network via VPN Tunnel.

Home Antivirus (AV) cannot be expired; if not valid, you will not be able to
connect to MSHS network via VPN Tunnel.

Logglng into VPN
Launch a web browser and go to the appropriate VPN Portal:
Hospital Employees
School Employees
Vendors

2. Login Using the following:
Enter your AD Username
Enter your Password

3. Click on “Continue”
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Mount
Sinai

Secure Logon
for Mount Sinai Health
System

VIP code is entered on
the next page.

Windows 7 Not Supported as of
Jan 2020

WARNING: UNAUTHORIZED USE,
POSSESSION, DUPLICATION, OR
TAMPERING WITH MOUNT SINAL
HOSPITAL COMPUTERS, DATA,
INFORMATION, PROGRAMS OR SERVICES
IS A VIOLATION OF POLICY AND A
CRIMINAL OFFENSE. VIOLATORS ARE
SUBIECT TO DISMISSAL AND/OR
PROSECUTION.

Username

Password

Continue

Return to Quick Reference Chart

4. Enter the VIP Security Code (the code changes every 30 seconds)

Mount
Sinai

Mount
Sinai

Secure Logon
for Mount Sinai Health
system

The VIP Security Code is for
two-factor authentication. For
further information, please
consult

The VIP documentation

Enter Securi% code

Logon
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5. Click “Logon”

Note: If you do not have a VIP Security token,
visit https://itsecurity.mssm.edu/wiki/vip-two-factor-setup/ for more information.

6. Once logged in you will be prompted to download and install the F5 Endpoint
Inspection Client

®
Endpoint inspection client components required

1. Download and run the installer package
Download

2. Click here when the installation completes.

Skip Endpoint inspection

7. Once the file is downloaded, f5epi_setup.exe, double click to install

8. “Click here” when the installation is complete
®
Endpoint inspection client components required

1. Download and run the installer package
Download

2. Click here when the installation completes.

Skip Endpoint inspection

9. For first time install or upgrades to F5 Inspection Client, you will be required to
add the site to the computer trusted site list
Instructions below differ by browser type.

Chrome Users

m Remote Access Reference Guide
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Click on “Open F5 Network Endpoint Inspector”

Open F5 Networks Endpoint Inspector?

[0 Always open these types of links in the associated app

Open F5 Networks Endpoint Inspector ]

Click on “Add this site to your Trusted Site List” and “Always allow
inspection from this site”
. Security Alert *

The site ‘msvpn.mountsinai.org’ is attempting to inspect your system
configuration.

This site is not on your Trusted Sites list

=» Add this site to your Trusted Sites list, and always allow
inspection from this site.

= Allow this site to inspect your system for this session only.

—> Do not allow this site to inspect your system, and do not
connect to this site,

You will get a popup asking you to add the site to your trusted site list,
select ‘Add this site to your Trusted Site List’, and ‘Always allow
inspection from this site’
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1. Security Alert b4

| The site ‘'msvpn.mountsinai.org’ is attempting to inspect your system
~ configuration.

This site is not on your Trusted Sites list.

=3 Add this site to your Trusted Sites list, and always allow

inspection from this site.

= Allow this site to inspect your system for this session only.

— Do not allow this site to inspect your system, and do not

connect to this site.

Cancel

Microsoft Edge Users

Did you mean to switch apps?

Did you mean to switch apps?

"Microsoft Edge” is trying to open “F5 Networks Endpoint Inspector”.
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inspection from this site’
. Security Alert X

The site ‘msvpn.mountsinai.org’ is attempting to inspect your system
configuration.

This site is not on your Trusted Sites list

=> Add this site to your Trusted Sites list, and always allow
inspection from this site.

= Allow this site to inspect your system for this session only.

—> Do not allow this site to inspect your system, and do not
connect to this site,

You will now be redirected to the MSVPN page
Click on Network Access and click on Tunnel

Applications and Links ~

g SCHOOL EMAIL

CCAMPUS OUTLOOK Mac Citrix Receiver

2" VPN Documentation @ mac RoP clent nfo

“Tunnel Documentation Install guide

. Sailpoint

Sailpoint requests.

Network Access ~

Q@ e

Another popup will come up, wait until the tunnel says ‘Connected’ and
then minimize the popup.

Note: If you close out of the popup, you will disconnect yourself from the
Tunnel Session.
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e Network and Application Access - Internet Explorer provided by The Mount Sinai Medica...

Network Access
- Network Tunnel 14.18KB
- Optimized Applications 0B
. 18.91K8 0% 14.18KB
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VPN Tunnel for Mac

System Requirements
MAC OSX

Note: If you are tunneling in for the first time, you will need to install the F5 Plugin
during setup which requires local admin rights.

Logging into VPN

Open a web browser and navigate to the appropriate VPN Portal:
Hospital Employees
School Employees
Vendors

1. Login using the following:
Enter your AD username
Enter your Password
Click on “Continue”

A

Mount
Sinai

Secure Logon
for Mount Sinai Health
System

VIP code is entered on
the next page.

Windows 7 Not Supported as of
Jan 2020

WARNING: UNAUTHORIZED USE,
POSSESSION, DUPLICATION, OR
TAMPERING WITH MOUNT SINAL
HOSPITAL COMPUTERS, DATA,
INFORMATION, PROGRAMS OR SERVICES
IS A VIOLATION OF POLICY AND A
CRIMINAL OFFENSE. VIOLATORS ARE
SUBJECT TO DISMISSAL AND/OR
PROSECUTION.

Username

Password

Continue
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2. Enter your VIP Security Code (the code changes every 30 seconds)

3. Click on “Login”

A

Mount
Sinai

Secure Logon
for Mount Sinai Health
system

The VIP Security Code is for
two-factor authentication. For
further information, please
consult

The VIP documentation

Enter Securi‘;_z code

Logon

4. If you do not have a VIP Security token, please
visit https://itsecurity.mssm.edu/wiki/vip-two-factor-setup/ for more information.

5. Once logged in, the VPN Webtop App launcher page will be displayed. Click on

the icon titled ‘Tunnel’

Instructions below differ by browser type.

P Cmiine e [
= e % oo s
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You will be prompted to install F5 Endpoint Inspection Client;
Click Download

f-; Network Access

Network access client components are required.
1. Download and run the installer.

. Doweas

2. Click here when the installation completes.

“This product is licensed from F5 Networks. © 1999-2017 F5 Networks. All rights reserved.

Click on F5 Download and install (mac_f5vpn.pkg)

Once it is installed, click on “Click here” when the Installation
completes

f-; Network Access

Network access client components are required.
1. Download and run the installer.

. Doweas

2. Click here when the installation completes.

“This product is licensed from F5 Networks. © 1999-2017 F5 Networks. All rights reserved.

You will get a popup asking to Open F5 Network Endpoint Inspector -
Click on “Always open these types of link in the associated app”
Click on “Open F5 Network Endpoint Inspector”

I

Open F5 Networks Endpoint Inspector?

[0 Always open these types of links in the associated app

[ Open F5 Networks Endpoint Inspector ]

Remote Access Reference Guide
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F5 VPN - Security Warning

The site https://msvpn.mountsinai.org is attempting
to start a Virtual Private Network (VPN) connection
from your system.

This site is not on your trusted site list.

&2 Always allow VPN connection from this site

&2 Allow VPN connection only for this session

¥ Do not allow VPN connection

Safari Users

®
Browser needs permission to start VPN

Click Start to launch the connection.

Start

This product is licensed from F5 Networks. © 1999-2017 F5 Networks. All rights reserved

m Remote Access Reference Guide
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You will be prompted to install F5 Endpoint Inspection Client. Click
“Download”

f S Network Access

Network access client components are required.
1. Download and run the installer.

| Doweas

2. Click here when the installation completes.

“This product is licensed from F5 Networks. © 1999-2017 F5 Networks. All rights reserved.

Click on F5 Download and install (mac_f5vpn.pkg)
“Click here” when the installation completes

f; Network Access

Network access client components are required.
1. Download and run the installer.

| Dowead

2. Click here when the installation completes.

“This product is licensed from F5 Networks. © 1999-2017 F& Networks. All rights reserved.

A new popup will appear “Do you want to allow this page to open “F5
VPN”. Click on “allow”

Do you want to allow this page to open “F5 VPN"?

Cancel Allow

m Remote Access Reference Guide
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F5 VPN - Security Warning

The site https://msvpn.mountsinai.org is attempting
to start a Virtual Private Network (VPN) connection
from your system.

This site is not on your trusted site list.

& Always allow VPN connection from this site
&2 Allow VPN connection only for this session

= Do not allow VPN connection

[ ) @® /Common/HospitalPPP_na_res - https://msvpn.mountsinai.org - F5 VPN
) Connected Disconnect
Traffic Type Sent Compression| Received Compression
Network Access
- Network Tunnel 3.47 KB 0% 4.60 KB 0%
- Optimized Applications 0B 0% 0B 0%
Total 3.47 KB 0% 4.60 KB 0%
+ Show details
m Remote Access Reference Guide
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Sailpoint

Requesting Access
1. Login into Sailpoint while on the Mount Sinai network (in the office or VPN)

2. From the home screen click on ‘Request Access’

-
SailPoint

= Home My Work ~ Identities - Applications - Intelligence - Selup -

A Home

Notifications >

3 5 0 Request Access  ?

3. Type in the user's last name, full name or life number to search for the user you
want to request access for

4. Select the user by clicking on the check mark

I=  Home MyWork~ ldenfites -  Appicaions ~  Inteligence ~  Setup -

Request Access

Mamage Accoss

Choose one or more people to begin the request

Tips:
« Search for people by last name or life number.

« Ifthe listed manager is incorrect, do not make a request - instead read instructions
for updating manager

vendorbr

° VENDORBRIANG TEST

Manager: BRIAN GONZALEZ
Director: BRIAN GONZALEZ
Status: Extranel

Hospital Network ID: festv 1
Vendor Company: ExcelMedical

5. Click on ‘Manage Access’ tab and Select ‘Role Type = IT’ from the dropdown
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If you need...

Then search for this Sailpoint
entitlement...

Citrix Desktop Access

Hospital VPN Citrix

Meditech Access

NYEE-VPN for Meditech Access

Remote Access to a Dedicated
Mount Sinai Workstation — only one
user can be connected to a
workstation.

Hospital VPN RDP (for hospital
employees)

Hospital VPN RDP for Vendors
(non-employees)

School VPN RDP (for ISMMS users)

Tunnel Access — most users should
not need this level of access.

Hospital VPN Tunnel (for hospital
employees)

Hospital VPN Tunnel for Vendor
(non-employees)

School VPN Tunnel (for ISMMS
users)

For RDP and Tunnel access, you will be asked to provide a hostname/domain

name after you have submitted the request within Sailpoint. For Mount Sinai built
workstations, you can find this information on the desktop wallpaper. Just provide
the three lines of information highlighted below:

P11 AAAI23AAA
MSNYUHEALTH

=i ding.mountsinai.org

il .1.54

Mount
Sinai

Remote Access Reference Guide
v. 26 Mar 2020

Page 31



Return to Quick Reference Chart

The information can also be obtained by opening a CMD prompt in Windows and
entering the command “ipconfig /all”’. You’ll need to provide the Host Name, the
Connection-specific DNS Suffix, and the IPv4 Address.

The manager for the individual will also need to approve the request by logging
into Sailpoint.
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Citrix Access

After logging into the VPN, you will find a tile to launch the Citrix Applications:

‘Welcome to the Mount Sinai He
Mount
- .
Sinai
e an et e ]
e Q
Applications and Links ~
E’ég ¥ SCHOOL EMAIL @ Citrix Applications @ Citrix Client
CAMPUS QUTLOOK Production Citrix Receiver Software
k" Remote Desktop @ Qutlook 365 ‘} ¢ VPN Documentation
wNARAAAAT 15MedT? monintcing n MAARR email VPN Nnrimentatinn

Note: You may need to install or update the Citrix Client. You will find a tile with the
latest software located next to the Citrix Applications tile on the VPN portal. After
installing the software, you can click on the Citrix Applications tile. Some browsers may
download an .ica file rather than open it automatically in the Citrix Client; in that case,
look for the downloaded file and launch the file manually.
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Return to Quick Reference Chart

Bring Your Own Devices (BYOD) Best Practices

As an organization with a commitment to security and safety, we are responsible at an
individual level to maintaining a secure workspace. The following should be done
before setting up remote access and maintained regularly to avoid exposure to security
risks.

1. Keep your computer operating system (OS) and applications patched
Update Flash, Java, Adobe Reader, and other software.

Check Qualys offers a good browser checker which will let you know if your software is
up to date.

Microsoft supporting documentation

Apple supporting documentation

2. Enable antivirus

You can enable the built in Windows Defender software or you can opt to purchase a
third party antivirus software. How to enable Windows Defender

3. Enable device encryption and password protect your system

Don’t use the same password across multiple accounts and don’t use your Mount
Sinai password for your private email or social media accounts.

Microsoft supporting documentation

Apple supporting documentation

4. Use trusted software

Use only licensed software, don’t download software from file sharing sites. Beware of
“free software”.

5. Secure your home network

National Cyber Security Alliance has a number of good recommendations on their
website.

Safe computing tips from the Department of Homeland Security Cybersecurity and
Infrastructure Security Agency (CISA).

Apple MacOS supporting documentation

Microsoft Windows supporting documentation
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https://browsercheck.qualys.com/
https://support.microsoft.com/en-us/help/4027667/windows-10-update
https://support.apple.com/guide/mac-help/get-macos-updates-mchlpx1065/mac
https://answers.microsoft.com/en-us/windows/forum/windows_10-security-winpc/how-to-enable-and-use-the-built-in-windows/0682bf04-b8d2-4646-9dfb-e5823a5e2117
https://support.microsoft.com/en-us/help/4502379/windows-10-device-encryption
https://support.apple.com/en-us/HT204837
https://staysafeonline.org/stay-safe-online/securing-key-accounts-devices/securing-home-network/
https://staysafeonline.org/stay-safe-online/securing-key-accounts-devices/securing-home-network/
https://www.us-cert.gov/ncas/tips
https://www.apple.com/macos/security/
https://www.microsoft.com/en-us/windows/comprehensive-security

