Wireless Configuration for Windows XP

Most laptops today are equipped with wireless network cards. This 802.11b technology enables these
computers to join a wireless network. Follow these steps to configure your PC with Windows XP to use its
wireless card. You may use the links below to jump directly to a particular step in the setup process.

Verify that the Wireless hardware is working.

Verify that your Wireless card is registered with DHCP.

Configure TCP/IP to use your Wireless connection.

Configure your Wireless card to use the Mount Sinai Guest Wireless Infrastructure.
Test your connection.

Verify that the Wireless hardware is working
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Open the "Computer Management" administrative tool. It can be found by pressing the "Start" button, selecting
"Settings" and clicking on "Control Panel". Double-click on "Administrative Tools", and then on "Computer
Management”. At left, click once on "Device Manager". At right, click the "+" next to "My Computer” to expand a
list of device categories. Click the "+" next to the "Network Adapters" category. Your adapter should be listed,
and there should not be a yellow exclamation point or a red "x" next to it. Absence of these marks indicates that
the adapter is properly installed with the correct drivers and that there are no conflicts. If there is a yellow or
red problem indicator on the adapter's icon, you may have to look at your device guide to troubleshoot the
problems or call the Technology Helpline.

Verify that your Wireless card is registered with DHCP

Generally speaking, you will not need to register your card for DHCP. Instead, order for you to access the
internet from your wireless card, you will first have to authenticate via a web page. This page will automatically
launch if you have not authenticated. However, there may be some locations that still use the DHCP method for
determining whether or not you are able to access the internet.

If you are not sure what areas are not configured for using the authentication method and which are not, you
can register your card for DHCP service. It is free, and will not adversely effect other wireless services. There
are online directions (http://www.umn.edu/adcs/network/dhcp.html) for registering your card with NTS. You




will be asked to enter the MAC address for your card. Keep in mind that it takes 1-3 hours after you submit the
form for the registration to take effect.

Configure TCP/IP to use your Wireless connection

The TCP/IP protocol is used to connect your computer to the Internet. The ethernet install instructions should
have guided you through the installation and configuration of TCP/IP for your operating system. You may wish
to refer to those instructions again. Make sure you set the card up to use DHCP.

Configure Wireless Card to use the Mount Sinai Guest Infrastructure

Windows XP has changed much of how a connection is made. This is true whether it is a wireless connection or
any other connection. This change has made it somewhat simpler to access the wireless network. However, for
those unfamiliar with this new way of doing things, configuring the wireless card can be a bit troublesome. The
first thing you will need to find is the "Properties” of your "Network Connections™ The simplest way to get to this
location is to right click on the "My Network Places" icon and select properties.

etwork Connections =lof x|
Fla Edt Vaw Favortes Toos  Advoncod  Help i

Mdm:.|k':,r+¢cmkcm-¢cinm ﬂ G ,

Dial-ugp

=1 &

[5] cresta 8 naw I"i!:t o

M Dusable this nebeor,
device

W) Renams ths connattion LN ar High-Speed Internet

|#] Thange settings of this
Correilioen

Other Places =

B Control Parel
lj Py Nebeor: Plecss
_'_] My Documents
3‘ Wy Cofmpter

You may notice that there is an "X" next to your wireless connection. This is expected. It shows that your
wireless card is properly installed, but you have not as yet connected to a wireless network. You need to right
click on the wireless network icon, and select "View Available Wireless Networks"



You should see a list of available wireless networks. If you do not see "MountSinai Guest" then you need to get
into range of a Wireless Access Point.
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In some instances, you may be using "Wire Equivalent Privacy" or WEP in some special cases. The Mount Sinai
Guest Wireless infrastructure does not implement WEP, thus you will be informed that the wireless connection is
not secure. If you select "Allow me to connect..." you will then be connected to the wireless system.

It may do some things, but an icon in the lower right hand corner of your desktop should eventually appear
stating that you are connected.



Wireless Metwark Connection (MounkSinaiGuesk)

You are now ready to authenticate to the Mount Sinai Guest Wireless system. If you have set your connection
up for DHCP, you should be able to browse the internet at any of the wireless area networks around campus.




Test your Wireless connection

To test the TCP/IP protocol, open your web browser (Internet Explorer or Firefox). Before the wireless
authentication page come up, you may get the following Security Alert — click on YES.
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You should see the wireless authentication page come up. If not, verify that your wireless card is working
properly. (See the first step in this document).
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COMING SOON!

The Mount Sinai Medical Center is pleased o provide free internet access to patients, families
and wisitors with laptops or PDAs capable of receiving specific wireless signals. Below is setting
infor mation required to access the Internet wirelessly while at Mount Sinai:

« Wireless signal - B02.11b/y

. Wirus protection - you must have up-to-date virus protection on your wireless device
. Encryption is not required

- Printers are not available via the Mount Sinai wireless netwark

- Login 1D and password is required

It is important to note that Mount Sinai does not provide wireless laptops or other devices to
take advantage of this service and that you rmust bring vour own device, If you have problems
arcessing the Internet over the Mount Sinai network or with settings, you must refer to your
owner's manual; Mount Sinai staff s not available to provide assistance.

Flease note that this network is not encrypted or secure and that you should be cautious in
providing or exposing any personal information when using a Mount Sinal wireless service,
Users of the Mount Sinai Guest netwark use the service at their own risk and Mount Sinai shall
ot be liable for any damages arising from the use of this service, including, but not limited to:
loss of privacy or security damages; personal injury or property damages; any damages
whatsoever resulting from interruption or failure of service; loss of data; loss due @
unauthorized access due to viruses or other harmful components; the interception of loss of any
data or transmission; losses resulting from any goods or services purchased or messages or
data received or fransaction entered through the service.

Users are advised that wireless Internet connections such as provided by this service are nat
secure, Communication may be intercepted by others, It is the user's responsibility to install and
deploy any additional technological tools that they may deem necessary to protect sensitive
comrmunicationsfdata.

By clicking on the Submit button you are accepting the above terms and conditions,
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NOTE: Even if you are planning on using another internet resource such as SSH or other service, you will still
need to launch a web browser first and authenticate. After authentication, you will be able to access those other
internet programs as you would normally.



If you have other Networking cards, you may want to remove them. The system will try to use all Network cards
bound to TCP/IP. If a network card exists, but isn't attached to the network, it may try using that card to access

the Internet.

You can type "ipconfig /Release” and "ipconfig /Renew" at a command window on Windows XP machines. This
will attempt to communicate to the DHCP server. If an IP address is available, you will be assigned one quickly.
If not, then the AP may be having problems, and you should try another location. If it works at another location,
please contact the helpline about the problem. (612)301-HELP



